WUH®OPMALIMOHHASI TAMSITKA
JIJIS1 OBYUAIOIMXCSI J1JIs1 PASMEILEHUS
HA O®ULHUAJIBHBLIX UHTEPHET-PECYPCAX

C KaXJIbIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBINIE, a INKOJIBHUKH OJHH U3 CaMBbIX
aKTHBHBIX TMONb30BaTenell PyHera. Mexny TeM, HMOMHMO OIPOMHOTO KOJHWYECTBA BO3MOXKHOCTEH,
WHTEPHET HeceT U MPOoOJeMbl. JTa MaMsATKa JJOJDKHA TOMOYb Tebe 0e30ImacHO HaXOUThCS B CETH.

KomnbroTrepHbie BHPYChI

KomnbioTepHbIif BHpyC - 3TO pa3HOBHJIHOCTh KOMIIBIOTEPHBIX MIpOrpamM, OTJIMYUTEIHHON
0COOCHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO. B TomonHeHne K 5ToMy, BUPYChl MOTYT
MOBPEIUTh WM IMOJHOCTBIO YHUYTOXHUTH Bce (aiyibl M JaHHBIC, TMOJKOHTPOJILHBIC MOJIB30BATENIO, OT
MMEHH KOTOoporo Oblja 3aIylieHa 3apa’keHHasl IporpaMma, a TakKe MOBPEAUTh WJIH J1aXKe YHHUUTOXHUTH
OIEPALIMOHHYIO CUCTEMY CO BceMH aiiaMu B 1eloM. B OOnbIIMHCTBE CilydaeB pacHpOCTPAHSAIOTCS
BHUPYCHI Uepe3 HHTEPHET.

Meto/pl 3a1UTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Mcnionb3yii cOBpeMEHHbIE ONepaliioHHbIE CUCTEMBI, IMEIOIINE CEPhE3HBIN YPOBEHD 3aIINUThHI OT
BPEAOHOCHBIX IIPOIPaMM;

2. llocrosmHo ycranaBmuBaii mayth (UUppoOBBIE 3aIIaTKH, KOTOPHIE aBTOMAaTHYECKH
YCTAHABJIMBAIOTCS C IENBI0 JIOPAaOOTKH MPOrpaMMBbl) U JIpYyrHe OOHOBJICHHSI CBOEH OIEpaIiMoOHHOM
cucrembl. CKaunBail UX TONBKO € OUIMaIbHOro caiita paspadorunka OC. Ecnu cymiecTByeT pexum
ABTOMAaTHYECKOTO OOHOBJIEHHS, BKIIIOYH €T0;

3. Pabotait Ha cBOEM KOMIIBIOTEPE ITOJ MPaBaMU TOIL30BATENS, a HE aJMHHHCTPATOpa. JTO HE
MO3BOJINT OOJNBIIMHCTBY BPEJIOHOCHBIX IPOTPaMM HHCTALIMPOBAThCS HA TBOEM IEPCOHAJIHHOM
KOMITBIOTEPE;

4. Hcnonp3yid aHTUBUPYCHBIC IPOrPAMMHBIC TIPOAYKTBI H3BECTHBIX IPOU3BOIAUTEICH, C
aBTOMAaTHYECKMM OOHOBJIEHHEM 0a3;

5. Orpanmndp (GU3NYECKUHA JOCTYI K KOMITBIOTEPY JUIS TOCTOPOHHUX JIUIL;

6. Hcmonp3yit BHENIHWE HOCHUTENW WHPOpPMAIWK, Takue Kak (Qiiemka, AUCK win ¢daiin u3
WHTEpHETA, TONBKO U3 MMPOBEPEHHBIX UCTOUHHKOB;

7. He oTkpbIBail KOMITbIOTEpHBIE (Dailyibl, MMONydeHHBIE W3 HEHAIEKHBIX HCTOYHUKOB. [laxke Te
(haiimpl, KOTOpBIE MPUCITAT TBOM 3HAKOMBIH. JIydIie yTouHu y HeTo, OTIIPABIISII JIX OH TeOe HX.

Ceru WI-FI

Wi-Fi - 3710 He BHI mepenadu JaHHBIX, HE TEXHOJOTHS, @ BCEro JHIIb OpeHn, mapka. Eme B 1991
TOAy HHJEpJaH/ACKas KoMIaHus 3apeructpupoBana openn "WECA", uro 0003Ha4ano cioBocOoYeTaHUE
"Wireless Fidelity", xoTropsrii mepeBoanTcs Kak "OecpoBoIHAS TOYHOCTE'".

Jlo Hamero BpeMeHH Jomuia Apyras abOpeBuarypa, KoTopas sBIseTCS TaKOH jKe TEeXHOIOTHEeH. JTo
ab6pesunarypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOM TEXHUKU
Hi-Fi, uto B epeBojie 03Ha4yaeT "BbICOKAst TOUHOCTD".

Ha, OecriaTHBII MHTEpPHET-AOCTYNl B Kade, OTeNsIX M a’pomoprax SBISETCS OTJIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HOo MHOTHE 3KCIepThl CUMTAIOT, uTo odmenoctynHeie Wi-Fi cetn He
SIBIISTIOTCS O€30I1aCHBIMHU.

CoBerbl 110 6€30MacHOCTH pabOThI B 00IIeT0CTYIHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nuuHyr0 nHpOpManuo yepe3 odmenocrymapie Wi-Fi cetn. Paboras B HuX,



JKEJIaTCIIbHO HEC BBOAWUTDH MAapOJIn JOCTYIIA, JIOTUHBI U KAKME-TO HOMCPA,

2. Hcnonp3yli u OOHOBIAW aHTUBUPYCHBIE MporpaMmbl W OpaHamayep. Tem cambIM Tl
obe3omnacuib cedsl OT 3aKadyKy BUpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonp3oBannn Wi-Fi orkmioun ¢yakumio "OOmmil goctyn K daitnam u npuHTepam'.
HanHast QyHKOUS 3aKpeiTa 1O YMOJTYaHHIO, OJHAKO HEKOTOPBIE IMOJB30BATEIN AKTHBHPYIOT €€ JUIs
yo0CTBa UCIOIB30BaHUS B paboTe win yueoe;

4. He ucnone3yii nyonumunsid WI-FI s mepenaun JTHYHBIX JAHHBIX, HAPUMEp IS BhIXOJA B
COLIMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO MOUTY;

5. Ucnonp3yii Tonbko 3anumiieHHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. npu HaGope BeO-
ajzpeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenepone orkmoun pynknuio "Tlogxmrouenne k Wi-Fi aBromarnuecku". He
JIOTyCKai aBTOMaTHYECKOr0 MOJKIIOUeHHUs yeTpoiicTBa K cersim Wi-Fi 6e3 TBoero cormacwusi.

ConuajJnHbIe CeTH

ConuanbHble CETH aKTHBHO BXOJAT B HANly >KW3Hb, MHOTHE JIIOAM PaOOTAIOT M JKUBYT TaMm
MIOCTOSIHHO, a B Facebook yske 3aperucrpupoBan MUJUTHAP/L YEIOBEK, YTO SBJISETCS OJHON CEIbMOM Becex
XKUTeNel TulaHeThl. MHOTHe TONB30BaTeNy HE MMOHMMAIOT, 4TO WH(GOpPMAIUs, pa3MelieHHAs WUMH B
COIMANIBHBIX CETSIX, MOXET ObITh HalJIeHa W MCIOJIh30BaHA KEM YTrOJHO, B TOM YHCJIE HEe 00s3aTeNbHO C
OnaruMy HaMepeHHSIMH.

OCHOBHBIE COBETHI 110 OE30IMaCHOCTH B COLIHAIBHBIX CETSIX:

1. OrpaHnyb CIHCOK Hpy3e. Y TeOs B APY3bAX HE ITOHKHO OBITh CIydalHBIX M HE3HAKOMBIX
b1 )1 (97

2. 3ammmaii cBOIO YacTHYIO >XW3HL. He ykaswiBail mapomim, TenmedoHBI, aapeca, AaTy TBOETO
POXIEHHS W JPYTyl0 IJUYHYI0 wWHpOpMaIuio. 3MOYMBIIUICHHUKH MOTYT HCIONB30BaTh JIaxe
WH(POPMAITUIO O TOM, KaK Thl © TBOU POJUTEIHN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammuImaii CBOIO PEIyTanHnIo - IEPKH €€ B UUCTOTE U 3a/1aBaii cede BOImpoc: XOTeN Obl ThI, YTOOBI
JpyTrHe TONb30BaTeNN BHJEIU, YTO ThI 3arpyxaemb? [lomymaii, mpexie 4eM 4TO-TO OIMyOJIUKOBATh,
HAIWCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHILG C JIOABMH, KOTOPBIX HE 3HAellb, HE HCIIOJIB3YH CBOE pEalbHOE UMS U
JPYTYIO JINYHYIO HH()OPMALUU: UMSI, MECTO KUTENbCTBA, MECTO yueObl U IIpoUee;

5. N3beraii pazmemenns Gororpaduii B IHTEpHETE, T/I€ THI M300pakeH Ha MECTHOCTH, IO KOTOPOH
MO>KHO OTPEICITUTH TBOE MECTOIOJIOKECHUE;

6. [Ipu perucrpanuu B cOMUaIbHON CETH HEOOXOJMMO UCTIOIB30BATh CIOKHBIE APOIIH, COCTOSIIIE
13 OykB ¥ (P U ¢ KOTUIECTBOM 3HAKOB HE MeHee &;

7. Jlns conmmanbHON CETH, MOYTHl M IPYTUX CAWTOB HEOOXOIWMO HCIIONB30BATH Pa3HBIC MMApOIIH.
Torna ecau TeOs B3IOMAIOT, TO 37I0YMBIIUIEHHUKH MOJyYaT JOCTYH TOJIBKO K OMHOMY MECTY, a HE BO BCE

cpasy.
JJIEeKTPOHHBIE IeHBI'H

SJIGKTpOHHBIe JCHBI'M - OTO OYCHb y,HO6HLIfI croco0 HJIaTe)I(eﬁ, OJHAKO CyHIeCTBYIOT MOLICHHUKH,
KOTOPBIC XOTAT IMOJIYYUTb 3TU ACHBI'U.

BHCKTpOHHBIe ACHBI'K MMOABUJIMCH COBCEM HEIABHO U UMCHHO M3-3a 3TOI'0 BO MHOI'UX rocyapCTBax
[0 CHUX ITOP HC MPOIMUCAHO MTPO HUX B 3aKOHAX.



B Poccun ke oHM (YHKIMOHUPYIOT M O HUX yXe MPOMHCAaHO B 3aKOHE, IZle MX pasAcisiioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercs TOPOBOAWTH Olepanuu 0e3 HWIACHTU(QHUKALWU IONB30BAaTENs, a B HEAHOHHUMHBIX
uaeHTH(UKALNUS TOB30BATENs ABIAETCS 0053aTETbHON.

Taxoke crienyer paznuyaTh 3JEKTPOHHBIE (UATHBIC IEHBIU (PaBHBI TOCYAaPCTBEHHBIM BajllOTaM) U
AJIEKTPOHHBIE He(huaTHEIE JeHbI'H (HE PaBHBI TOCYIaPCTBECHHBIM BATIOTAM).

OcHOBHEBIE COBETHI IO 6€30MacHON padoTe C ANEKTPOHHBIMU ACHBTAMHU:

1. TlpuBsoku K cuery MOOWIBHBIA TenedoH. DTO caMblii yAOOHBIH H OBICTPBI CHOCOO
BOCCTaHOBHUTH JOCTYI K cueTy. [IpuBs3aHHBIN TeneOH MOMOXKET, eclid 3a0ynellb CBOW IUIATEKHBIHN
MapoiIb WK 3aiJIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonw3yit ogHopa3oBbie mapoiu. Ilocie mepexona Ha yCHICHHYIO aBTOpU3AINIO TeOe yKe He
Oy/ieT yrpoXkaTh ONAaCHOCTh KPaXkM WIIM TepeXxBaTa IIATeKHOTO MapoJis;

3. Bwibepu cioxHbIH maponb. [IpecTynmHukam OyneT HE MPOCTO YraaaTh CIOXKHBIH Mapoib.
HapnexxHbie mapoiu - 3To mapoiu, KOTOPBIE CoJlepKaT He MEeHee 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUHBIC H
MPONHCHBIE OYKBBI, IM(MPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK Jojuiapa, (yHTa, BOCKIMIATENbHbIN
3Hak u T.1.. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE AAHHBIE HA CAliTaX, KOTOPHIM HE JIOBEPSIEIIb.
JJIeKTPOHHAsI MOYTAa

OJNeKTpoHHAs MOoYTa - 3TO TEXHOJOTHS W TIPEIJOCTaBIsieMble €0 YCIYIH IO TEpPEChUIKE H
MOJMYYEHHUIO 3JIEKTPOHHBIX COOOLIEHWH, KOTOPBIE PacCHpelelNsioTcs B KOMIbIOTepHOH ceTr. OOBIYHO
JNEKTPOHHBIM TOYTOBBIA SIIMK BBITJISAUT CIEAYIONAM O0pa3oM: WMs_TIONH30BATES(@WUMS_JTIOMEHA.
Taxoxe KpoMe Tepeadr MPOCTOro TEKCTa, UMEETCSI BO3MOXKHOCTE TIepeaaBaTh (Pauibl.

OCHOBHBIEC COBETHI ITO OE30IMACHON PabOTe ¢ IICKTPOHHOM ITOYTOMH

1. Hamo BBIOpaTh MNpaBHIIBHBIM IIOYTOBBIH CEpPBUC. B HMHTEpHETE €CThb OIPOMHBIN BBIOOD
OecIUIaTHBIX TOYTOBBIX CEPBHCOB, OHAKO JIYUIIle JOBEPSATH TEM, KOTO 3HACIIh M KTO MIEPBBIA B PEUTHHTE;

2. He yka3piBaii B JNMYHOW moure Ju4yHylo wuHpopMmanuioo. Hampumep, mydme BbeIOpaTh
"My3bIKanbHBIA_(aHaT@" mm "pok2013" Bmecto "Temal3";

3. Hcronp3yil JNBYX3TAMHYIO aBTOPU3AIMIO. JTO KOTJa MOMHMO Iapoiisi HY)XHO BBOIUTH KOJI,
TIPUCHITAEMBIH 110 SMS;

4. BriOepu CIOXHBIA maponb. i KaXoro MOYTOBOTO SIUKA JAODKEH OBITh CBOM HaJEXKHBIH,
YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecnu ecTh BOBMOXHOCTh HAMCATh CAMOMY CBOM JIMYHBIM BONPOC, HCIONb3YH 3Ty BO3MOKHOCTH;

6. Mcmonms3yil HECKONBKO MOYTOBBIX SIMMKOB. [lepBBIN [T 4acTHOW MeEpenucKHu C ajapecaTamu,
KOTOPBIM ThI IOBEPsIEIIb. DTO INEKTPOHHBIHN aIpec He Hall0 UCIOIb30BaTh IPU PErucTpanuu Ha Gopymax
M calTax;

7. He oTkpsIBail (aiiibl U Ipyrue BIOXKEHUS B MICbMaXx, 1aXKe €CIM OHM MPULIUTH OT TBOUX ApY3€eH.
Jlydiie yTouHHM y HUX, OTHPAaBIISUIA JM OHU TeOe 3TH (aiiibl;

8. Ilocrme okoHYaHWsA pabOTHI Ha MOYTOBOM CEPBHCE Tepel 3aKPBITHEM BKIAIKH C CAWTOM He
3a0yp HaXkaTh Ha "BerdTa".

Kuo0epOyyimHT HJIM BUPTyalbHOE H31€BaTeIbCTBO



KubepOymnmuHr - mpeciienoBaHHe COOOIIEHUAMH, COACPKAIIUMHU OCKOPOJIEHHsSI, arpeccuio,
3alyTUBaHNe; XYJIUTaHCTBO; COUUATFHOE OOMKOTHPOBAHKE C TOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO O0pBHOE ¢ KHOEPOYIITMHTOM:

1. He Opocatics B 0oii. JIydmuii cioco0: MOCOBETOBATLCS KaK ce0sl BECTH U, €CJIM HET TOr0, K KOMY
MOKHO 06paTI/ITBCH, TO BHayaJIC€ YCIOKOUTLCH. Ecium 1Bl HauHenmp OTBeEYaTh OCKOPGHCHI/DIMI/I Ha
OCKOpOJICHHS, TO TOIBKO €I OOJIbINE PA30XIKEIIb KOHDIHKT;

2. YrpaBinsii cBoel Kubeppernyramnuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIecTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT 32 aHOHMMHBIM
aKKayHTOM;

4. He crouT BecTH XyJHWTaHCKHH 00pa3 BUPTyalbHOH u3HU. VIHTEepHET (UKCHpYyeT Bce TBOU
NEMCTBUS U COXpAHSET UX. Y JANUTh X OyIeT KpaiiHe 3aTPyAHUTENbHO;

5. Cobitoaii CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. WrHopupy#t emuHWuHBI HeratuB. OJHOPa30BbIE OCKOPOHMTENBHBIC COOOIICHHS JIydlle
urHOpupoBaTh. OOBIYHO arpeccusi MpeKpaaercs Ha Ha4yaJlbHOW CTa/Inu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMU, B COITUATBHBIX CETSIX €CTh
BO3MOXKHOCTbH OJIOKMPOBKH OTITPABKU COOOIIEHUH C ONpeeNeHHBIX a/IpecoB;

8. Ecim ThI cBuzaerens kuOepOyiummHra. TBOM JEHCTBHSI: BBICTYIUTH MPOTUB IIPECIEOBATEINS,
[I0Ka3aTb €My, 4TO €ro JEHCTBHS OLIEHUBAIOTCS HETATHBHO, IOJJIEPKATHh JXXEPTBY, KOTOPOH HYyXHa
TICUXOJIOTUYECKAs! TIOMOIIb, COOOITUTH B3POCIBIM O (haKTe arpeCCUBHOTO MTOBEIEHUS B CETH.

MooOuabHbIi Tenedhon

CoBpeMeHHbIe cMapT(OHBI W IUIAHIIECTHI COZEPKAT B ceOe BIONHE B3pOCibIi (QyHKIHMOHAN, U
Tenepb OHM MOTYT KOHKYPHPOBATh CO CTallMOHAPHBIMU KOMITbIOTepamu. OJHAKO, CPEACTB 3AIIUTHI IS
MOTOOHBIX YCTPOMCTB MOKA OYeHb Majio. TecTupoBaHKE U TIOMCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK
WHTEHCHUBHO, Kak Jis 11K, To e camoe kacaeTcsi 1 MOOMIIBHBIX MTPHITOKEHHH.

CoBpemeHHBIE MOOWIBHBIE Opay3epsl yXKe IMPAKTUYeCKH JOTHAIH HACTOJIBHBIC aHAJOTH, OIHAKO
pacmmpenre GyHKIIHOHAA BIEUYET 32 COOOH OOJBIIYIO CIIOKHOCTH M MEHBIIYIO 3aIUIIEHHOCTb.

Jlanexo He Bce MPON3BOANTENH BBITYCKAIOT OOHOBJICHMS], 3aKPBIBAIOIINE KPUTHUECKHUE YA3BUMOCTH
JUISI CBOUX YCTPOWMCTB.

OCHOBHBIEC COBETHI IS 6€30ITaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBusercs mno-HactosmeMy OecruiaTHeIM. bynp ocropoxeH, Bemp koraa TeOe
MpeanaratT OecIUIaTHRIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO MJIaTHBIC YCIYTH;

Hymaii, npexne wem otnpaButh SMS, doto wimm Buaeo. Tel TOUYHO 3HaeHIb, TAe OHU OYAyT B
KOHEYHOM HTOTe?

Heo6xoa1mo 0OHOBIISATH ONEpaLMOHHYIO0 CUCTEMY TBOETO cMapT¢oHa;
Hcnone3yit aHTUBUPYCHBIE TPOTPaMMBI IJ1s1 MOOUJIBHBIX Tee()OHOB;

He 3arpy>1<al71 MMPUIIOKCHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEJIb OHU MOTI'YT COACPKAaThb BPEAOHOCHOC
IIporpaMMHOC OGCCHG‘IGHH@;

[locne Toro kak Tl BBIHJENIL C caiiTa, TAe BBOAWJ JUYHYI0 HMH(OpMAIMIO, 3aiId B HACTPOHKU
Opaysepa u yaanu cookies;



HepI/IO)II/I‘IeCKI/I HpOBepHﬁ, KaKHC IJIATHBIC YCJIIYT'U aKTUBUPOBAHLI HA TBOEM HOMEPC,

HaBaii cBoii HOMep MOOMIBHOTO TenedoHa TONBKO JIOASAM, KOTOPBIX ThI 3HACHIb M KOMY
JIOBEpSICILIb;

Bluetooth nomken ObITH BHIKIIIOUEH, KOT/Ia THI UM HE MoJb3yemibes. He 3a0biBait nHOT A IPOBEPSITH
3T0.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOIIME pa3BieueHUs, 00BENUHSIOLIIE
COTHH TBICSY YEIOBEK MO BceMy MHUPY. TpOKH HCCIEeAYIOT JaHHBIA UM MHp, OOIIAIOTCS IPYT C APYToM,
BBINIOJHSIOT 3aJ[aHus, CPa)XKaloTCs C MOHCTpPAaMHM U MOJYYaroT ONBIT. 3a YAOBOJILCTBHE OHH IUIATAT:
MOKYMAOT JIMCK, OTUIAYMBAIOT a0OHEMEHT WIJIH IPUOOPETaIOT KaKUe-TO OIIINH.

Bce atu cpencTBa MAyT Ha MOAJEpKAHME M PAa3BUTHE WIPHI, a TaKXKEe HAa camy OE30MaCHOCTH:
COBEPILICHCTBYIOTCS CHCTEMbI aBTOPH3AIlMM, BBITYCKAIOTCS HOBbIe naTud (HU(POBBIC 3aIlIaTKU JIs
MporpamMM), 3aKPBIBAIOTCS ySI3BUMOCTH CEPBEPOB.

B HOIIO6HBIX urpax CTOUT OracaTtbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJid, Ha KOTOPOM OCHOBaHAa CMCTEMA aBTOpU3alln OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOETO UIpoOBOIo akKKayHTa:

1. Ecnu npyroit urpok BeieT ceOsi TUIOXO MM co3laeT Tebe HENMpHATHOCTH, 3a0JIOKUPYH ero B
CIIHCKE HTPOKOB;

2. Tloxamyiics agMHHHCTpaTOpaM WIPbl Ha IUIOXO€ TIOBEACHHWE 3TOT0 HWIPOKa, IKETATETBHO
MPUIIOKUTh KaKUE-TO 10Ka3aTeNbCTBA B BUJE CKPUHOB;

3. He ykaspiBaii muuHyio nHbopMaIiuio B npodaiie urpsi;
4. YBakall pyrux y9aCTHUKOB TI0 UTPE;

5. He ycranapnuBaii HeopHIHaIbHbIC IATYH U MOJIBI;

6. Vcrionp3yii CI0XKHBIE W pa3HbIe TAPOIIH;

7. Haxke BO BpeMsl UIPbl HE CTOUT OTKJIKOYATh aHTUBHpYC. IIoka ThI Urpaelib, TBOH KOMIBIOTEP
MOT'YT 3apa3uTh.

DUITHHT WA KpaKa JIHIHBIX JaHHbIX

OOBIYHON Kpakell JIeHer W JIOKYMCHTOB CErojiHs y»e¢ HHKOro HE YAWBHIINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JOYMBINUICHHUKA TEPEMECTUIINCh B HMHTEPHET, W MPOAOIIKAIOT 3aHHUMATHCS
"IIF0OMMBIM" JIETTOM.

Tak mosiBUIIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs LEJTb KOTOPOTro
COCTOUT B TONYYCHHH KOH(MWICHIMAIBHBIX JaHHBIX IIOJb30BaTeNell - JIOTMHOB W mapoiedd. Ha
aHTIHiicKoM si3bIKe phishing unraercs xak dummHr (ot fishing - ppiOHas moBIs, password - apob).

OcHoBHBIE COBETHI 110 O0pBOE ¢ PUITMHTOM:

1. CJ'ICILI/I 34 CBOMM 4KKAayHTOM. Ecimu THI nmoao3peBacilb, YTO TBOS aHKETa ObL1a B3JIOMaHa, TO
HCO6X0,Z[I/IMO 386J'IOKI/IpOBaTL cCu COO6H_II/ITB aJIMUHUCTpATOpPaM pecypca 00 3TOM KaK MOXKHO CKOpcEe;

2. HCHOJ’IBSyﬁ Oe30omacHbIe B66-CaﬁTBI, B TOM 4HCJIC, MHTCPHCT-MAra3dnHOB U ITIOMCKOBBIX CUCTEM;

3. HCHOJ’IBByﬁ CJIO)KHBIC W Ppa3HbIC IapoJiu. Taxum 06p330M, ecinu  TeOs B3JIOMArOT, TO



3JIOYMBIIIUICHHUKHY ITOJIYYaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(i)I/IJ'HO B CC€THU, a HC KO BCEM,

4. Ecaun Tebs B3jJIoMajd, TO HCO6XOI[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPLIC
HO63BJ’I6HI>I y T€OS B ApYy3bdX, O TOM, 4YTO TeOs B3JIOMAIIN U, BO3MOXHO, OT TBOCro MMCHHU 6YILCT
pacchlIaThCA CllaM U CCBLJIKHU Ha (1)I/IIHI/IHFOBBIC CaI>'ITBI;

5. Ycranosu HagexHsli napons (PIN) Ha MoOunbHEIA TenedoH;
6. OTKIII04YM COXpaHeHHe Mmapois B Opay3epe;

7. He oTkpbIBaii (aiinbl U Ipyrue BIOXKEHUS B IICbMaX, JIaXKe €CJIM OHM MPUIITA OT TBOUX APY3eH.
Jlydiie yToYHH y HUX, OTIPABIISLIIN JIU OHU TeOe 3TH (aiibl.

Hudposas penyrauus

Hudposast pemyramusi - 3TO HEraTWBHAs WM TIO3WTHBHAs WHQOpPMAaIys B CETH O Tede.
Komnpomernpytomas nHpopMaIs, pa3MelieHHass B HHTEPHETE, MOXKET Cepbe3HBIM 00pa3oM OTpa3UThCs
Ha TBOeW peanbHON xu3Hu. "lludpoBas penyranus" - 3TO TBOH HMHUIDK, KOTOPBIA (opmupyercs u3
nHpopmaiun o Tebe B UHTEPHETE.

TBoe MecTo *HTenbCTBA, ydeObl, TBOE (DMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH Xapakrepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOJpPOCTKU JIETKOMBICICHHO OTHOCSTCS K MyONWMKanue JWYHOW wuHQopManuu B
I/IHTepHeTe, HE IIOHHMAas BO3MOXXHBIX HOCHGHCTBHﬁ. Ter JaX€ HE CMOXKCIIb aoragarbCsi O TOM, YTO
(dotorpadus, pazMemieHHas 5 €T Ha3ad, CTajla IPUYMHOW 0TKa3a MPUHATH TeOst Ha paldoTy.

KommenTapun, pazmenienne tBoux ¢ororpaduii U aApyrue JASHCTBHS MOTYT HE UCUE3HYTh JaKe
MOCJIe TOr0, KaK Thl UX yAalwiib. Thl HEe 3HAEIIb, KTO COXpPAaHMJ 3Ty WH(OpMAIHIO, Ionaja M OHA B
MTOMCKOBBIE CHUCTEMBI W COXpPAaHWJIACh JM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpPY)KAIOIINe JITO/H,
KOTOpbIE HAWIYT U YBUIAT 3TO. HaliTh nH(pOpMAIIIo MHOTO JIET CITYCTSI CMOXKET JIT000# - Kak U3 JOOPHIX
MMOOYXICHHM, TaK U ¢ HAMEPCHHEM MTPUIMHUTE BPEI. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI TI0 3aIIUTE TUPPOBOI peITyTaIUH:

1. [Momymaii, peXae 4eM 4To-TO IMyOJIMKOBATh M MepenaBaTh y cedst B 010re Wi B COIMATBHOMN
cery;

2. B mHactpoiikax mpoduias yCTaHOBH OTpPaHHYEHHs] HA IPOCMOTP TBOETO HPOGWIS U €ro
COJZIEPKUMOT0, C/IEai ero TONbKO "miist npy3eit'”;

3. He pasmemait u He ykaspiBaii HMH(pOpPMANHIO, KOTOpas MOXET KOro-mubo OCKOpOISTH HITH
00MKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IKOJIBHUKH - aKTHBHBIE MOJIB30BaTENN LU(ppoBoro npocrpancTsa. OnHAKO AATIEKO
HE BCE 3HAIOT, YTO IOJIb30BaHHE MHOTUMH BO3MOKHOCTSIMU LIU(POBOro Mupa Tpedyer coOMtoJeHNs IpaB
Ha MHTEUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMI/IH "HHTGJ’IJ’IGKTyaJ’IBHaﬁ COOCTBEHHOCTB'" OTHOCHUTCS K Pa3JIMYHbIM TBOPCHUSAM YCIOBCYCCKOI'O
yMa, Ha4YrHas ¢ HOBBIX H306p€T6HPII>i 1 3HAKOB, 0603Haqa10m1/1x COOCTBEHHOCTh Ha IMPOAYKTHI U YCIYI'U, U
3aKaH4YMBas KHUT'aMU, (I)OTOFpa(l)I/IHMH, KI/IHO(bI/IJ'IBMaMI/I 1 MY3bIKAJIbHBIMU IPOU3BCACHUAMMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTE/UIEKTYaJbHYI0 COOCTBEHHOCTb HA NPOW3BEACHHS HAYKH,
JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KadeCcTBE TapaHTHM TOTO, 4TO
WHTEJICKTYaIbHBIA/TBOPUECKUI TPYA aBTOpa HE OyIeT HampacHbIM, JacT €My CIIpaBeJIuBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yjibTaTax CBOEro Tpyla, MOIYyYUTh M3BECTHOCTh M Npu3HaHuWe. HuUKTO
0e3 paspelleHUs] aBTOpa HE MOXKET BOCHPOM3BOAWUTEL €r0 MPOHM3BEIEHHE, PACIPOCTPAHATH, MYOIHMYHO



AEMOHCTpPpUPOBATh, IMpOoAaBaTb, HWMIIOPTUPOBAThL, IMMYCKATb B IIPOKAT, HY6J'II/I‘JHO HCIIOJIHATD,
MMOKA3LIBAThL/UCIIONHATE B aq)npe W pasMelulaTh B I/IHTCpHeT c.

UcnonpzoBanue "mupaTcKoro" mporpaMMHOTrO 0OecreueHHs MOXKET MPUBECTH K MHOTMM PUCKaM:
OT MOTEpU JaHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKM TBOErO YCTPOMCTBA, TA€ YCTAaHOBJIEHA
HeneranbHas mporpamMa. He crouT Takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JerajbHble U OecIuiaTHbIE
HpOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noptane
CeTeBUYOK.p( - TBOI ITABHBIN COBETUUK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O O€30MIaCHOCTH B CETU

MOHSATHBIM W JIOCTYITHBIM SI3BIKOM, 4 TPU BO3HUKHOBEHHHM KPUTHYECKOH CHUTyallid OOpaTHThCS 32
COBETOM. A TakKe MPUHATH Y4acTHE B KOHKYPCaX M CTaTh CaMbIM II(POBBIM IpaskJaHUuHOM!



